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The CLI;
Command Line Interface
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WHY?

e Speed; see Fitt's Law and HCI

» Wider range of devices; | don't want to be less productive on an unfamiliar
computer

» Better remote access; RDP (and particularly VNC) will perform poorly on low
bandwidth long before SSH
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APPROACHES

e GUIs...
= are build for a specific set of use cases
e Terminal Applications...
= are components that can be chained together to solve a much wider range
of use cases
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APPLICATIONS

e Linux
= Gnome Terminal
= Kitty

e Windows
= Windows Terminal
= Putty

e Android: Juice SSH
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SHELLS

"shells" are interpreters, not unlike php or python.
e emphasise interactive use
* trivialise the execution of binary executables
Popular varieties are...
e Windows: pwsh
e macOS: zsh
e Linux: bash
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bash SCRIPTS

A "script" is just a text file with a series of commands

Those commands can be the execution of installed commands, or
they can be keywords build into the shell

Those commands are usually more useful when chained together
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ALIASES

¢ Quick substitutions
e eg. nl does not number blank lines by default...

. ~/bin/1lib.sh
. /etc/os-release
jdownie@smitty -2main !
e o alias nl
alias nl='nl -ba'
& O # head -n 4 jdinst
1 #!/bin/bash
2
3 . ~/bin/lib.sh
4 . /etc/os-release
jdownie@smitty -2main !
unalias nl
jdownie@smitty -2main !
head -n 4 jdinst
1 #!/bin/bash

2 . ~/bin/lib.sh

3 . /etc/os-release
jdownie@smitty -2 main !
e Qo
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SOURCING

jdownie@smitty -~ master /tmp/demo
pwd
/tmp/demo

jdownie@smitty = master /tmp/demo
ECe# 1s -1

total 4

-Tw-Tw-T-- 1 jdownie jdownie 24 Sep &

jdownie@smitty -2 master /tmp/demo
bat setMonth

setMonth

M=""date +%b™"
export M

jdownie@smitty -2 mastex /tmp/demo
E 0O # echo $M

jdownie@smitty -2 mastexr /tmp/demo
source setMonth

jdownie@smitty -2 master /tmp/demo
echo $M

Sep

jdownie@smitty = master /tmp/demo
Ee#

tMonth
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AUTOMATIC SOURCING

e ~/.bash profileonlogin
e ~/.bashrcon non-login
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PIPING

-érep PKG jdinst | head

PKG="$1"
if [ "$PKG" = "brew" ]; then
elif [ "$PKG" = "bw" ]; then
jdownie@smitty -main ! ~/bin
grep PKG jdinst | head -n 3 | grep "then$"
if [ "$PKG" = "brew" ]; then
elif [ "$PKG" = "bw" ]; then
jdownie@smitty -~2main ! ~/bin
grep PKG jdinst | head -n 3 | grep "then$" | cut -d '"' -f 4

~/bin
| head -n 3 | grep "then$" | cut -d '"'" -£ 4 | tr '\n' ' '
~/bin
grep PKG jdinst | grep "then$" | cut -d '"' -£ 4 | tr '\n' ' '
brew bw fonts git glow gogh keys kubectl neovim node pwsh rtm rust starship viu z zoxide Waybar rofi stow syncthing yay A

ELNCE SN G MCIIdChll jdownie@smitty -2main ! ~/bin
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COSMETIC IMPROVEMENTS
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STARSHIP

jdownie@smitty -=019

jdownie@smitty
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NERD FONT CHEAT SHEET

<> e [ % nerdfonts.com/cheat-sheet <9 L Een@ @
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NO NERD FONT?

jdownie@smitty -=2main !
echo $STARSHIP CONFIG
/home/jdownie/cfg/starship.toml
jdownie@smitty —~=2main !
& O W
jdownie@smitty -=2main !
(VRN @® ccho $STARSHIP CONFIG
/home/jdownie/cfg/starshipNoNerd.toml
jdownie@smitty —~=2main !
VNN ® 1s -1 ~/cfg/starshipx
.IW-TW-T jdownie ubuntu starship.toml
LIW-TW-IT jdownie ubuntu starshipNoNexd.tom
jdownie@smitty -2main ! ~/bin
cueJ
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SSH

...does lots of stuff!

The defacto standard for securely connecting to remote computers.

Both hosts and users have "keys" that attend to identification

Host keys help to ensure that you're not connecting to a "man in the middle" hos
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BASIC SYNTAX

ssh 192.168.1.20

ssh tdurden@l92.168.1.20

ssh tdurden@paperst.net.au

ssh -p 2022 tdurden@paperst.net.au
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SSH CONFIG

e ~/.ssh/configallows you to configure per host defaults...

Host h@k® hokl h@k2 h@k3 hlk® hlkl hlk2 h1k3 h2k@ h2kl h2k2 h2k3
User ubuntu
HostName %h.downie.net.au

StrictHostKeyChecking no
UserKnownHostsFile /dev/null
# LoglLevel QUIET

localhost:3000/?print-pdf#/ 18/39



26/09/2025, 08:07

localhost:3000/?print-pdf

USER KEYS

e Auser's keys are typically stored in the user's . ssh folder.

e (typically) the "public" key has a . pub extension, and the "private" key has no

extension

jdownie@fry B
cd .ssh/
~/.ssh

jdownie
jdownie
jdownie
jdownie
jdownie
jdownie
jdownie

localhost:3000/?print-pdf#/

ubuntu
ubuntu
ubuntu
ubuntu
ubuntu
ubuntu
ubuntu

¥ config ../cfg/ssh/config

« known_hosts
B known_hosts.old
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PASSWORDLESS

e« The~/.ssh/authorized Kkeys file on a remote host is a list of public keys to
permit access

e The permission of that file needs to be 600 (rw--- - - - - )
e ssh-copy-1id willinstall your public key on a remote host for you
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jdownie@smitty
whoami
jdownie

jdownie@smitty §EY
v Q# hostname

smitty

jdownie@smitty BEES

& O # ssh-copy-id roberto

/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/home/jdownie/.ssh/id_ed25519.pub"

/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already installed
/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to install the new keys
jdownie@roberto.downie.net.au's password:

Number of key(s) added: 1
Now try logging into the machine, with: "ssh 'roberto'"
and check to make sure that only the key(s) you wanted were added.

jdownie@smitty [N
& O # ssh roberto whoami

jdownie

jdownie@smitty [

v Q# ssh roberto hostname
roberto

jdownie@smitty §EY
& O
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COMMAND ALTERNATIVES

e There are lots of alternatives to commands that you might assume are "fixed"
parts of Linux, eg...
= ls->exa
= z.sh: Enhanced cd
= batcat: Enhanced cat
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1s > exa

jdownie@smitty Jtmp/demo

total 20

-TW-T--T-- jdownie jdownie
-IW-I--T-- wnie jd

-IW-T--T-- wnie

-IW-T--T-- wnie

-TW-T--T-- wnie jdownie 1031 Sep

jdownie@smitiy Jtmp/demo
- A T

;oo

jdownie jdownie
jdownie jdownie
jdownie jdownie
jdownie jdownie
jdownie jdownie
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z.sh
e https://github.com/rupa/z/

jdownie@smitty
v O #
jdownie@smitty
o O cd Orchestration

jdownie@smitty -2 main ! ~/dev/0rchestration
& O # cd deploy
jdownie@smitty -2 main ! ~/dev/0Oxchestration/deploy

& O # cd k3s

jdownie@smitty -2main ! ~/dev/0Oxchestration/deploy/k3s
v O #
jdownie@smitty
& O #
jdownie@smitty =2 main ! ~/dev/0Oxchestration/deploy/k3s
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batcat

jdownie@smitty -2main ! ~/bin
alias bat='/usr/bin/batcat'
jdownie@smitty -2main ! ~/bin

¢ O # head brave | bat

STDIN

import os, sys, json, pprint

pp = pprint.PrettyPrinter(indent = 2)

def find(start_dir, filename = None, dirname = None):
ret = None
for ( root, dirs, files ) in os.walk(start_dir):
if ret == None and filename != None and filename in files:
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tmux

smitty: 12:44:54 LY CRUSHER
in 0.033
e
ownie
own i 033 p 2: 5 000 3 WEEKLY LUBR
ownie i p 2 -html
own 5
ownie

onvertingThr: 5o
be trying to convert a document.

45 WEEKLY

ine Coal Centrifuge 8Wk
WEEKLY LUBRIC
194

jdownie@smitty =819 ~/dev/ConAT

@RoM docker.io/library/alpine:

python3
conai

USER cona
WORKDIR /hon
python3 -m venv /home/conai/

WORKDIR /app
ENTRYPOINT [

Dockerfile.doc
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distrobox

* You can (maybe should) "live" in a container environment.
e The underlying "bare metal" distro is important...
= it's kernel is how you access your hardware (including your GPU)
= Applications (particularly GUI apps) will perform better on bare metal
» You can make a mess of your container environment without compromising the
stability of your bare metal installation
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5 jdownie@smitty:~
jdownie@smitty [EY
e Q% e $PRETTY_NAME
Ubuntu 24. 3 LTS

jdownie@smitty
echo $PRETTY_NAME

ebian GNU/Linux 13 (trixie)
jdownie@smitty ~ jdownie@smitty ~
BOomn apt - rsion o O # apt --version

apt 2.8 (amd64)

apt (amd64)
jdownie@smitty ~ jdownie@smitty ~
EO#s . O #

jdownie@smitty [N jdownie@smitty [
& B # echo $PRETTY_NAME & A # echo $PRETTY_NAME

F 1 Linux 44 (Conta: r Image Pr > Arch Linux
~ jdownie@smitty [EES
u n head -n 4 & A pacman -V

Pacman v7
Copyright (C) 2 -2024 Pacman Development Team

1libdnf5 pl Copyright (C) 2

jdownie@smitty ~
o« 6 # his g ) e freely redistributed
he terl 0 he G G ral Public License
jdownie@smitty [EEY
& A #
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CREATE

jdownie@smitty

Image opensuse/tumblew not found.
Do you want to pull the image now? [Y/n]: y
Resolved "opensu
Trying to pull registry.o [

image source signatures

blob 219 c53a62 done |

ng config 347a6d54f3 done |

manifest to image destination
347a6d54138bffabeBa1a93t4c8c98414216892cecddd63alddf1834fa702903
Creating '
Distrobox 'opensuse' successfully created.

opensuse' using image opensuse/tumbleweed

To enter, run:

distrobox enter opensuse
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distrobox

@smitty ~ $ echo $PRETTY_NAME
openSUSE Tumbleweed

@smitty ~ $ zypper --version
zypper 1.14.93
@smitty ~ $ |
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DEFAULT OVER ssh

Host smitty
HostName smitty.downie.net.au
User jdownie
RemoteCommand distrobox enter -n default -- bash -1

james.downie@COSOL-L227
= ssh smitty

Ct+arting rontainar

jdownie@smitty ~
& QO #
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BYPASSING DEFAULT

Jjames.downie@COSOL-L227
ssh smitty.downie.net.au

jdownie@smitty
= O #

localhost:3000/?print-pdf#/ 32/39



26/09/2025, 08:07 localhost:3000/?print-pdf

DISTRO PACKAGES

@smitty ~ $ pacman -Q | wc -1

@smitty ~ $ cd bin/pkg/
@smitty ~/bin/pkg $ 1s
arch debian-11 debian-13 flatpak pop-22.04
configuration.nix debian-12 fedora-42 install.sh 1hel-10.0
@smitty ~/bin/pkg $ ./install.sh I

rpm-ostree ubuntu-22.04 ubuntu-24.04 windows.ps|
ubuntu-20.04 ubuntu-23.10 windows.json

| (IU/1U) Updating the 1nIo directory Irile... |
Generating locales...

en_AU.UTF-8... done
Generation complete.

@smitty ~/bin/pkg $ pacman -Q | wc -1
248

@smitty ~/bin/pkg $ I
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HELPER SCRIPTS
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~/bin/jdinst

e Thisis where i "bottle" my processes for installing/building apps
e Some of these (eg. neovim,Waybar, Hyprland) will compile from a cloned git
repository
» Distrobox is useful for building because i can use the recommended build stack
brew bw fonts git glow gogh keys kubectl neovim node pwsh rtm rust starship viu z
zoxide Waybar rofi stow syncthing yay Aquamarine Hyprland docker
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neovim UPDATE

m --version
NVIM v0.12.0-dev-1223+g2debe2f30a
Build type: RelWithDebInfo
LuaJIT 2.1.1753364724

Run "nvim -V1 -v" for more info
 —

jdownie@smitty [ES
& O # st neovim
nvim already exists
Reading package lis Done
Building dependency tree. Done
Reading state information Done
xclip is already the newest version (0.13-3).
xsel is already the newest version (1 1-1).
0 to upgrade, 0 to newly install, 0 to move and @ not to upgrade.
~/bld/neovim ~
mkdir -p ".deps"
/usr/bin/cmake -S /home/jdownie/bld/neovim//cmake.deps -B ".deps" -G "Unix Makefiles"
-- Found GNU Make at /usr/bin/gmake
-- CMAKE_BUILD_TYPE=RelWithDebInfo

__ oo ficuoing dono (0 2o

Build type: RelWithDebInfo
LualIT 2.1.1753364724
-v" for more info
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git:bin

e For my scripts, on all of my hosts
= dbox for creating/entering Distrobox environments
» pkg/install. sh forinstalling packages in Distrobox and bare metal
environments
= jdinst forinstalling other stuff
= .bashrcand .bash profile forsetting aliases
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git:cfg

e For my configurations, on all of my hosts
= starship.toml for Starship
= repo.yaml for my repositories
» shortcuts/ formy .desktop shortcuts
» Lotsof . local and . configfilesthatiuse stow to symlink to
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EOF
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